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TUTORIAL PLAN

• Introducing autonomous robotic systems testing

• Fuzzing

• Search-based testing

• Building surrogate models

• Hands-on session



WHY TESTING AUTONOMOUS 
SYSTEMS IS IMPORTANT



WHY TESTING AUTONOMOUS 
SYSTEMS IS HARD
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Environment

Simulation

Real world

Pylot — Pylot 0.2 documentation

https://pylot.readthedocs.io/en/latest/
https://pylot.readthedocs.io/en/latest/
https://pylot.readthedocs.io/en/latest/
https://pylot.readthedocs.io/en/latest/


SIMULATION PLAYS AN 
IMPORTANT ROLE IN TESTING



PARAMETER SEARCH SPACE IS 
HUGE… CARLA: An Open Urban Driving Simulator - Vladlen Koltun

https://vladlen.info/publications/carla-open-urban-driving-simulator/
https://vladlen.info/publications/carla-open-urban-driving-simulator/
https://vladlen.info/publications/carla-open-urban-driving-simulator/


Valid test case

Invalid test case

Failed test case
• 1 objective

• 3 constraints
• 19 dimensions

• ~120 s per evaluation

RUNNING EXAMPLE



SEARCH-BASED 
TESTING 

TECHNIQUES



FUZZING



FUZZING: RANDOM BUT USEFUL

"9[=~`|zZ3P ]\n"

"\x10\x11\x12Test\n" 

"Data\x00Split\x00Here\n"

"\x00Hi\x1bThere\x7f\n"



MUTATION-BASED FUZZING

'Welcoxe to SEMLA 2025'
'Welcome to SEMLa 2025'
'Wblcome to SEMLA 2025'
'Welcome to SEMLA<2025'
'Welcome to SEMLA 2*25'
'Welcome to S@MLA 2025'
'Welcome to SEMLA 20Z5'
'Welcome to SEMLA 2&25'
'Welcome to S!MLA 2025'
'Welcome to SEMLA 202q'

seed_input = "Welcome to SEMLA 2025"



SMARTER FUZZING WITH 
FEEDBACK

Black box White box Grey box



SMARTER FUZZING WITH 
FEEDBACK

Initial pool of N 
seeds

Choose a seed

Fitness 
increased?

Add seed to the 
pool

Mutate seed

Yes?

No ?



CHOOSING SEED SMARTLY 
WITH POWER SCHEDULES

Choose a seed

Seeds

Energy

Power schedule



FUZZING LIMITATIONS

• Performance strongly depends on the input seeds
• Local search oriented
• Not handling multiple objective natively
• Works best when evaluations are fast



EVOLUTIONARY 
SEARCH



EVOLUTIONARY ALGORITHMS: 
NATURE-INSPIRED TESTING
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Population 
initialization

Fitness evaluation

Parents selection

Genetic operators

Survivor selection

Crossover

Mutation

• Representation
• Constraints



REPRESENTATION

phenotype: object in original problem context, the outside
genotype: code to denote that object, the inside  (chromosome, 
“digital DNA”)

• Binary
• Integer

• Real-valued
• Permutation

• Custom 



PARENTS SELECTION

Roulette Wheel Selection Tournament Selection



MUTATIONS

before

1  1  1  0  1  1  1 after

1  1  1  1  1  1  1 

Binary representation



MUTATIONS

Integer representation

• Random Resetting
• Creep Mutation

Real-value representation

• Uniform Mutation

• Nonuniform Mutation

σ – mutation step size

Permutation representation



CROSSOVER

1  1  1  1  1  1  1 0  0  0  0  0  0  0 

Parents

cut cut

Offspring

1  1  1  0  0  0  0 0  0  0  1  1  1  1 



CROSSOVER
One point

Two point

Uniform



SURVIVOR SELECTION
Age based

Fitness based



MAINTAINING DIVERSITY

• Removing duplicates based on distance metrics

• Quality-diversity search



RESEARCH EXAMPLES



RESEARCH EXAMPLES



RESEARCH EXAMPLES



EVOLUTIONARY LIMITATIONS

• Sampling inefficiency
• No explicit learning component (gradient-free)



BAYESIAN 
OPTIMIZATION



BUYING A HOUSE

National Average Cost of Housing across Canada | New 3-D INFOGRAPHIC Map by 
RentSeeker.ca - RentSeeker Blog

https://www.rentseeker.ca/blog/national-average-cost-of-housing-across-canada-new-3-d-infographic-map/
https://www.rentseeker.ca/blog/national-average-cost-of-housing-across-canada-new-3-d-infographic-map/
https://www.rentseeker.ca/blog/national-average-cost-of-housing-across-canada-new-3-d-infographic-map/
https://www.rentseeker.ca/blog/national-average-cost-of-housing-across-canada-new-3-d-infographic-map/
https://www.rentseeker.ca/blog/national-average-cost-of-housing-across-canada-new-3-d-infographic-map/
https://www.rentseeker.ca/blog/national-average-cost-of-housing-across-canada-new-3-d-infographic-map/
https://www.rentseeker.ca/blog/national-average-cost-of-housing-across-canada-new-3-d-infographic-map/


FITTING A GAUSSIAN PROCESS 
TO A DATASET



SIMILARITY IS ESTIMATED 
BASED ON KERNELS

Radial basis function Covariance matrix



APPROXIMATING A TARGET 
FUNCTION



APPROXIMATING A TARGET 
FUNCTION



RESEARCH EXAMPLES



CONCLUSIONS

• Fuzzing is good when input seed are known

• Evolutionary search is good for exploring the search space globally

• Given simulations are time consuming, the efficiency of GA should be increased

• Bayesian optimization is a popular approach for building surrogate models

• Evolutionary search can be combined with surrogate modeling to increase 

efficiency



Q & A



HANDS ON 
SESSION



AMBIEGEN TOOL

https://ambiegen.readthedocs.io/en/latest/



SYSTEM UNDER TEST



SYSTEM UNDER TEST



Valid test case
• 1 objective

• 3 constraints
• 19 dimensions

• ~120 s per evaluation

SYSTEM UNDER TEST

n x1 y1 l1 w1 h1 r1 … xn …

Number of 
boxes

Box 1 Box n



FITNESS FUNCTION



FRAMEWORK OVERVIEW



FRAMEWORK OVERVIEW



FRAMEWORK OVERVIEW



FRAMEWORK OVERVIEW



Q & A

https://github.com/swat-lab-
optimization
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